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During the DoDIIS Worldwide conference held in Tampa, Florida, the leaders of the Defense
Intelligence Agency (DIA) and the US Special Operations Command (SOCOM) issued a strong call
for innovation. The goal is to drastically accelerate data sharing and processing to counter
evolving global threats, overcoming bureaucratic sluggishness and adopting cutting-edge

commercial technologies.

The CIO of the DIA, Edacheril Mathew, opened the proceedings by emphasizing that speed,
scale, and technological adoption are changing radically: “If we do not adopt commercial

technologies at the speed of innovation, we will head towards obsolescence”.

The 6 Technological Priorities Required by the Industry
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The director of the DIA, Lieutenant General James Adams, highlighted how intelligence is
facing an unprecedented volume of data, in a context where strategic competitors use pressure
campaigns, economic coercion, and information manipulation to slow down the U.S. decision-

making advantage.

To keep pace, Adams identified six key capabilities that the DIA requires from industrial and

governmental partners:

1. Automation of Open-Source Intelligence (OSINT): Systems capable of automatically
sorting, validating, and connecting information, flagging when commercial satellite images,
social media, and shipping data converge on the same narrative.

e 2. True Intelligence Convergence: Real interoperability based on a common language

and shared metadata standards.

e 3. Mature Implementation of Zero Trust: Rigorous security architectures based on the

“zero trust” principle.

e 4. Integrated Security as-a-Service: Identity management, encryption, monitoring, and
access control solutions delivered as cloud-native services accessible by enterprise

members, partners, and allies.

e 5. Virtual SCIFs: Cloud-enabled secure environments capable of offering the same level of
assurance as a physical Sensitive Compartmented Information Facility, accessible from

multiple authorized locations.
e 6. Enhancement of JWICS: Improvements to the Joint Worldwide Intelligence

Communications System to introduce automation and operational efficiency without

compromising security levels.

Towards a Unified Ecosystem and the Post-Quantum
Challenge

Reinforcing the need for cooperation, SOCOM Commander Admiral Frank Bradley emphasized
that special forces never fight alone and require an integrated ecosystem that unites allied
forces, interagency partners, and the technology sector. Bradley called for overcoming the
traditional “speed of bureaucracy” associated with accreditations to move to a cohesive team

model.
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Finally, CIO Edacheril Mathew issued a crucial warning in anticipation of the quantum era (“Q-

Day”):

“If there is one thing to remember from this message: we must reach post-quantum
encryption. Our way of life depends on it. This is our digital Enigma moment; democracy

and freedom are at stake.”

News link: https://govciomedia.com/dia-outlines-6-tech-priorities-for-machine-speed-intelligence/
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